SECURITY LOGGING

DESCRIPTION
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The Security Manager provides multi-user, multilevel password protection. The advanced security logger tracks
operator actions as well as any data changes for later review.

BENEFITS
e Protect your machine from unauthorized operators and manage users and rights easily.

e Log all user actions for production follow up.
e  Get the history of all your parameter modifications for faultfinding and maintenance.

EXAMPLE

An OEM specializing in sterilization equipment provides his customer with multi-user password protection for his
autoclaves system. Production error due to operator failure can be found with the security logger. This allows
management to review operator access when quality issues arise.
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SECURE PAGE ACCESS IN 8 STEPS
- Step e Define the data changes to be logged.

Security Manager

B SE“:)”W . -~ Security Options
perator
Inactivity Timeout: 600 secs

Clear Logon Kame:  |ho o i

Step o Enter the “Security Manager” module.

| Default Access

Mapped Tags: [ Uneutherticated Users and Programs Edt...
Internal Tags: | Unautherkicated Users and Programs Edt..
Display Pages: | Unautherkicated Users Ed..
(- Default Logging
Mapped Tags: [ Log Changes by Users Edit...
Internal Tags: | Do Nat Log Changes
E— Internal Tags x|

Enabl [ Qption

Step e Create a new user.

Security Manager Tiew b

E- 5 Security

[~ Security Option:

o User?

ﬂ Inactivity Timeout: 600 secs
Clear Logon Hame: [1o -
~Default Acc
Mapped Tags: | Unacthenticated Users and Frograms  Ed.
Intermal Tags: | Unacthenticated Users and Frograms  Ed.
Display Pages: | Unauthenticated Users Edt...
~Default Logaing
Mapped Tags: |0 Mot Log Changes Edt.|
Intermal Tags: | Do Mot Log Changes Edt...
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Step o Enable the logging.

~Logging Control —Default Logging
Enable Logaing: [N 2 Mapped Tags: I Log Changes by Users Edit... |
tiew Fie Everys B0 mins
Fiekain Ak ost: 4 Fles Internal Tags: I Log Changes by Users Edit. .. |
Inlude n et [im =

—Logging Control
‘ Create User I
v W Enable Lagging:  |ves ~
>

Mew File Every:

Retain At Most: I 24 files

Include in Batch: Mo &

Step 9 Enter a username and real name.

Security Manager - Operator

-

User Details
’V Real Name: IOpEratDr

Credential .
’7Password: IW [¥ Override Existing Step o Enter the |Ogg|ng parameters

Logging Control

Enable Logging:  |ves A

Mew File Every: I 1440 mins
Retain At Most: I d files [%

Includs in Batch:  |Mo b

Step o Set the password.

— User Details

Real Mame: I Operator

— Credentials

Password; v Owerride Existing

- —————————————4

The security logger will now record users actions
and data changes.

Step e Assign user rights. Security Logger setup complete!

Custom Rights
i [~ User Right 2

I~ User Right 3 I~ User Right 4

I~ User Right 5 I~ User Right &

[~ User Right 7 [ User Right 5

e 80000 000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000,

Reference: http://www.redlion.net/g3features/G3 Feature - Security_Logging.html
For more information on Crimson 2.0, refer to the manual
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