APPLICATION NOTE

AUTOMOTIVE INDUSTRY,
RACING MOTORS CONSTRUCTOR
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The company is one of the high-tech manufacturers of engines used for car racing. The motors are
pushed to the limits of engineering. Besides it, they also produce their own lab test equipment.

CUSTOMER

High tech manufacturer of
racing car engines

LOCATION

France

CHALLENGE

Connection of identical test cells
without creating address conflicts on
the same network.

RESULTS

A Equipment for all test benches
keep the same address on the
internal network

A Multiple test benches can be
connected on the same network
without conflict

A Deployment, operations &
support are greatly simplified

THE
PROBLEM

It is common for a machine manufacturer to use the same IP address scheme
for the internal network of all their machines. Our customer here designed
their own specialized lab equipment, to measure the performances of the
engines under different parameters & conditions. The test cells are all built
on the same pattern, making it easy for the engineers to set them up on a
new motor. This standardization also greatly simplifies the system design,
production, support, and maintenance.

However, when deployed and integrated into the end user’s production
network, conflicts can arise. In this case, several systems were deployed in
the same network. The challenge was to network multiple systems without
causing an IP conflict.

THE
SOLUTION

To ensure smooth and seamless integration onsite, the machines or the
test cell need a front-end device that will hide the component’s internal IP
address from anyone on the factory floor, and still allow connectivity and
communication with the other production systems. This front-end device
is a NAT gateway.

To measure and compare the behavior and performance of engines on the
test cell, it is not only important to have a lean integration into the network
or to maintain communication despite possible address conflicts but also
to consider the security aspects and ensure that our high-tech test cell
remains as we originally designed it.

The concept of Least Privilege Access is used here. Least Privilege Access
gives a user or group the minimum level of permissions needed to perform
a given task. No user or group should have access rights or permission that



PRODUCTS
Model: RA10

A Micro-segmentation firewall &
NAT gateway

A OT-friendly configuration tool
with graphical user interface

4 Bridge mode & self-learning
capability, to simplify setup

4 Cybersecurity upgrade for
OT equipment
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exceed the minimum required to perform their role within the organization.
The main issue was controlling access to the machine through the factory
network, who is allowed to communicate with whom. Since Red Lion’s
RA10 NAT gateway purchased by them is designed primarily as an OT
micro-segmentation firewall, it was able to perform this task as well. This
side benefit of the RA10 device was equally important to the company.

THE
RESULT

It was very important for the Constructor to have both key functions on
the same device- Configurable by an OT engineer, using a configuration
tool that looks and works like PLC programming software. Red Lion’s
RA10 micro firewall with NAT gateway is now installed as standard in all
measurement and monitoring systems for all engine test cells. It simplifies
connectivity and network integration.

THE
DIAGRAM

NETWORK SEGMENTING OF THE SAME NETWORK ADDRESSES
NAT-ING OF IDENTICAL TEST CELLS TO ALLOW INTEGRATION IN THE SAME NETWORK
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Red Lion is focused on being THE Industrial Data Company™. We empower industrial organizations
around the world to unlock the value of data by developing and manufacturing innovative products
and solutions to access, connect and visualize their information. Red Lion’s global manufacturing and
support facilities serve customers in factory automation, alternative energy, oil and gas, power and
utilities, transportation, water and wastewater industry segments. We provide scalable solutions for cloud
connectivity, edge intelligence and asset management, industrial Ethernet switches and industry leading
panel meters and operator panels, to make it easy for companies to gain real-time data visibility that
drives productivity. Red Lion is part of Spectris plc, the experts in providing insight through precision
measurement. For more information, please visit http:/www.redlion.net
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