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Abstract:

This document explains how to get Crimson® 3.1 devices to talk to Amazon Web
Services (AWS) using the MQTT Connector. It assumes a basic knowledge of
Crimson and its operation, and the ability to read and manipulate JSON. For
more details on the Crimson Cloud Connectors, please consult the Crimson
User Manual.

Products:

CR3000 HMls / Graphite® HMI / Graphite Controllers

Use Case: AWS Connector

Transferring tag data to Amazon Web Services.

Required Software:
Crimson 3.1

Required Firmware:
Build 3106.000 or higher
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Step 1 - Creating an Account
If you do not have an AWS account, visit http://aws.amazon.com/free to create a free tier account. The free tier
provides more than sufficient capacity for testing and may even be sufficient for limited deployments. If you move
to a paid tier, be careful not to leave test devices configured in a manner that will run up your bill.

Step 2 - Accessing the loT Core
Logon to AWS and select the loT Core service. Refer to the dashboard in Figure 1.
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Step 3 - Creating a Policy
AWS uses Policies to control access to its 10T services. We must therefore create a policy that allows our
Crimson devices to submit data to the cloud. To do this, select the Secure option in the left-hand menu and select
the Policies option under that. A window will appear saying that you do not have any policies. Press the button
labelled Create a Policy to create our new policy.

Services v~  Resource Groups ~ %

=
Create a policy

Create a policy to define a set of authorized actions. You can authorize actions on one or more resources (things, topics, topic filters). To learn
more about 10T policies go to the AWS IoT Policies documentation page.

Name

AllowAll

Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:*

Resource ARN

arn:awsiot:us-west-2:657843486824:*

Effect

B Atow Deny

eserved  Privacy Policy  Terms of Use
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Figure 2.
Referring to Figure 2, perform the following actions:

1. In the Name box, enter AllowAll

2. In the Action box, enter iot:*

3. The Resource ARN box will update to show a resource identifier.
4. Replace topic/replaceWithATopic at the end of the ARN with *
5. Under the Effects heading, check the Allow box.

6. Press the Create button to commit the change.

This policy allows anyone using a certificate to which it is assigned to perform any supported action on any
resource in your loT account. As you learn more about AWS, you might want to create more sophisticated
policies to implement finer-grained control of access to your resources.

red I'9n®
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Step 4 - Creating a Type

AWS uses Types to group devices into categories. While not strictly necessary, we shall be creating a type to
hold all our Crimson-based devices. To do this, select the Manage option in the left-hand menu and select the
Types option under that. A window will appear saying that you do not have any types. Press the button labelled

Create a Thing Type to create our new type.

n.com/iot/home?region=us-west-2#/create/thingType axmmE o :
net @ Gihub I Blog
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Create a thing type

This will help you organize, categorize, and search for your things.
Name

CrimsonThings

Description

Things based on Crimson 3.1

Set searchable thing attributes

You can define up to three attributes for a thing type. Things associated with this type can be searched by using these fields.

Add another
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Figure 3.
Referring to Figure 3, perform the following actions:

1. In the Name box, enter CrimsonThing
2. In the Description box, enter any suitable description.

3. Press the Create Thing Type button to commit the change.

As you learn more about AWS, you might want to create different types to provide finer-grained grouping of your
devices. This will make it easier to search for and manage the devices associated with, for example, a particular site

or a particular project.
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Step 5 - Creating a Thing
AWS uses Things to represent devices. Each thing corresponds to a device that is pushing data to the cloud, and
we shall be creating a Thing to hold the data submitted by our Crimson device. To do this, select the Manage
option in the left-hand menu and select the Things option under that. A window will appear saying that you do not
have any things. Press the button labelled Register a Thing to create our new thing.

Services v~  Resource Groups ~

Creating AWS loT things

An IoT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS IoT. Learn more

Register a single AWS IoT thing

Bulk register many AWS IoT things

Create things in your registry for a large number of devices already using AWS IoT, or P —
register devices so they are ready to connect to AWS loT.

Cancel Create a single thing

@ Feedback @ English (US)

Figure 4.

Referring to Figure 4, select the Create a single thing option...

Services ~  Resource Groups ~ %

CREATE A THING

Add your device to the thing registry s

This step creates an entry in the thing registry and a thing shadow for your device.

Name

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

No type selected - Create a type

Add this thing to a group
Adding your thing to a group allows you to manage devices remotely using jobs.

Thing Group

Groups / Create group Change

@ Feedback @ English (US)

Figure 5.
Referring to Figure 5, perform the following actions...
1. In the Name box, enter Thingo1

2. From the Thing Type dropdown, select CrimsonThings

3. Skip the rest of the options and press the Next button.
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A window will be displayed to allow you to configure the thing’s security settings...
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Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS IoT's certificate Create certificate
authority.

Create with CSR

Upload your own certificate signing request (CSR) based on a private key you own.

& Create with CSR

Use my certificate

Register your CA certificate and use your own certificates for one or many devices.

Skip certificate and create thing

You will need to add a certificate to your thing later before your device can connect to AWS Create thing without certificate
loT.
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Figure 6.

Referring to Figure 6, select the Create Certificate button...
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Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved
after you close this page.

In order to connect a device, you need to download the following:

A certificate for this

- db641ba24b.cert.pem Download
thing
A public key db641b424b.publickey Download
A private key db641b424b.private key Download

You also need to download a root CA for AWS loT:
Aroot CA for AWS loT Download

coneel Done m
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Figure 7.

Referring to Figure 7, perform the following actions...

1. Click on the Download link next to the certificate and allow your browser to save the file.

2. Click on the Download link next to the private key and allow your browser to save the file.

3. Press the Activate button to activate the certificate.

When performing this step, take very careful note of where the certificate and key files are saved. If you lose
them, you will have to create and attach a new certificate or delete this thing and start again. Your browser will
typically save them to its Downloads folder, but you may want to move them to a more secure location.

You may now click on the Attach a Policy button to move to the next step...

Crimson® Cloud Connectors: AWS
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Add a policy for your thing

Select a policy to attach to this certificate:

AllowAll View

1 policy selected Register Thing
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Figure 8.
Referring to Figure 8, perform the following steps...
1. From the list of policies, check the box next to the AllowAll policy we created earlier.

2. Press the Register Thing button to complete the process.

We have now created a thing called Thing01 to which we shall be pushing data. The thing has a certificate and a
private key to identify it, and we have downloaded the associated files for import into Crimson. The thing’s
certificate has been assigned a policy that allows it to perform any operations. We have also downloaded a root
certificate that will authenticate the Amazon server to our device.

red I°9n®
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Step 6 - Finding the Server Host Name
In order for our device to interact with AWS, we need to find the name of the server to which our MQTT requests
will be sent. To find the host name, first ensure that you have Thing01 selected. This will already be the case if
you have just completed the previous step, but if you have navigated away, you will have to return to the
appropriate location by selecting the Manage option in the left-hand menu, selecting the Things option under that
and then selecting Thing01. With Thing01 selected, select the Interact option from the left-hand menu.
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CRIMSONTHINGS

Details This thing already appears to be connected. Connect a device

HTTPS

Update your Thing Shadow using this Rest API Endpoint. Learn more

alhbbidz1wsrtq.iot.us-west-2.amazonaws.com

MQTT

Use topics to enable applications and things to get, update, or delete the state information for a Thing (Thing Shadow)

Learn more

Update to this thing shadow

$aws/things/Thinge1/shadow/update

Update to this thing shadow was accepted
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Figure 9.

Referring to Figure 9, even though we are using MQTT, the host name we need is shown under the HTTPS
section. Select this host name in your browser and place it on to your clipboard so that you can take a copy. We
shall be pasting this into Crimson when we first go to configure the Amazon MQTT connector.

red I‘en®
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Step 7 - Creating an Outline Database
You should now open Crimson 3.1 and create a new database for your device. Before we configure the Amazon

Connector, we shall need to perform a few steps to create the infrastructure used for testing. Red Lion will soon
be making these so-called outline databases available via its website and including them in the Crimson
installation. In the meantime, to manually create an outline database, start by navigating to the Communications

category and selecting the Ethernet 1 tab in the Network settings...
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Figure 10.

Referring to Figure 10, if the device is connected to a network that automatically allocates IP addresses via a
DHCP server, you may leave these settings unchanged. If you are manually specifying an IP address, you
must also define a default gateway and manually provide DNS servers. The gateway is necessary for your
device to push data to the Internet and the DNS servers are used to convert the cloud server name into an IP
address. The default server addresses of 8.8.8.8 and 8.8.4.4 will be suitable for most applications, but the DNS
Mode must be explicitly set to Manual if the Port Mode is set to Manual Configuration.
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Next select the Time Manager settings within the Services group.
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Figure 11.

Referring to Figure 11, perform the following actions...

1. In the Control section, set the Enable Time Manager property to Yes.

2.In the Time Client section, set the Enable SNTP setting to Yes.

The other settings may be left at their default values. These settings enable time synchronization, allowing your
device to set its real-time clock from the Internet. Having an accurate real-time clock is important not only for
time-stamping data, but also for ensuring the correct operation of certain security algorithms. Once you have
downloaded your outline database for the first time, select the Send Time option from the Link menu
within Crimson to set the device’s time zone to that of your PC. If you need to set it to a different time zone
refer to the Crimson manuals for information on the time zone system variables.

Crimson® Cloud Connectors: AWS
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Next navigate to the Data Tags category and press the New button five times...
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Figure 12.

Referring to Figure 12, select Tag5 in the Navigation pane and then

rename it to Status.
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Next navigate to the Display Pages category...
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Figure 13.

Referring to Figure 13, perform the following actions...
1. Select the Hello World text and press Delete to remove it from the screen.
2. In the Resource Pane, select the Data Tags category.

3.In the Resource Pane, click on Tag? and, while holding down Shift + Ctrl, click on Status.

4. All five data tags should be selected.
5. Drag the resulting selection on to your display page.
6. Grab the bottom-right resizing handle and expand the data fields to a suitable size.
7. Click away from the data fields to deselect them.
8. Click on Tag1 and check the Data Entry box in the floating toolbar.
o Alternatively, right-click and select Data followed by Data Entry.
9. Repeat this operation for Tag2.

Crimson® Cloud Connectors: AWS
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Your display page should now look like Figure 14.
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Figure 14.

Next right-click on the page and select Properties...

Page Properties

General | More
Actions

On select

Oonick:

OnRemove: [~ Genera

onupaate: [+

Conce

Figure 15.

Referring to Figure 15, perform the following actions...

1. Select the Actions tab.

2. Enter Tag3++,Tag4++ in the On Update box.

3. Press OK to save the changes.

14
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Next navigate to the Web Server category...
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Figure 16.
Referring to Figure 16, perform the following actions...

1. Select the Features tab.
2. In the Remove View section, set the Remote Control property to enabled.

You have now created an outline database. Press F9 to download this to your device, and if this is the first time
you are doing so, select the Send Time option from the Link menu to set the device’s time and time zone. If the
device has a display, you should be able to see the five tags. You will be able to edit the first two tags using the
touchscreen, and the next two will be incrementing steadily as the display updates.

If your device does not have a display, open your web browser. In the address bar, enter the http:// followed by
the IP address that you have allocated to your device to access the Crimson web server. Within the Crimson web
server, select Remote View to view the device’s virtual display and again note the behavior of the tags.
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Step 8 - Configuring the Amazon Connector
We are now in a position to configure and test the Amazon Connector. We shall be configuring it to talk to the
thing that we created in earlier sections and pushing four of the data tags that we have created. The fifth tag will
be used to display the connection status. Start by returning to the Communications section and select the
Amazon MQTT settings in the Connectors section...

Figure 17.
Referring to Figure 17, perform the following actions...

In the Control section, set the Enable Agent property to Yes.

In the MQTT Server section, set the Host Name 1 property to the host name from Step 6.
In the MQTT Server section, set the Client ID property to Thing01

In the TLS Security section, set the Certificate File to the file you downloaded in Step 5.
In the TLS Security section, set the Private Key File to the file you downloaded in Step 5.
In the TLS Security section, set the Server CA File as described below.

In the Diagnostics section, set the Status property to Status

NoapwN=

When setting the three files, navigate to the correct folder and Crimson should offer you only the files that are
appropriate in that context. If you are dealing with many things, you should make sure you select the files that are
associated with the thing to which this device will be talking.

The Server CA file is used to validate that Crimson is talking to the correct server. Amazon have recently updated
their server certificates, and it is quite a complex task to find the one that is appropriate to the server to which you
will be attaching. We thus recommend that you use a file that contains all the possible server certificates that you
may encounter. You can download and extract this file from Red Lion’s website at
http://www.redlion.net/node/38804, or you can copy the text in Appendix A into a text file and save it with the
PEM extension. For builds of Crimson including and after the January 2019 Feature Release, you may simple
leave the field empty and allow Crimson to use the combined server certificate file by default.

red I‘en®

16 Crimson® Cloud Connectors: AWS



Crimson® Cloud Connectors: AWS TNIA50 REV A

Next select the Tag Data 1 tab...
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Ele Edt View Go Link Help
(€] Subl08 BlEslalE 2
x Amazon MaTT

& 9 il B
£
P

Figure 18.
Referring to Figure 18, perform the following actions...

1. In the Control section, set the Tag Writes property to Enabled.
2. Select the Data Tags category of the Resource Pane.
3. Drag Tag1 through Tag4 into the Contents field in the editing pane.

You have now configured Crimson to push Tag1 through Tag4 to the cloud once per second. Press F9 to
download the database to your device and check the Status tag on your display or via the web browser. A value
of 4 should be displayed, indicating that the cloud connection has been established and that data is being
pushed. A value of 0 typically indicates an issue with network connectivity or with DNS, while a value of 1
indicates that the server name was resolved but that the connection could not be established. A value of 3
indicates that the connection has been made, but that data has not been transferred. If you do not see a value of
4, check each item in this note carefully and ensure your Crimson configuration matches your AWS settings.

red I‘Eﬁ
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Step 9 - Interacting with the Device
Now that we have configured Crimson to pass data to the cloud, we can view this data from the Amazon web
console and optionally write data back to the device. Return to the IoT Core web page within the console. If you
are not already within Thing01, select the Manage option in the left-hand menu and select the Things option
under that. Click on Thing01 to display its settings and properties, and select Shadow from the left-hand menu...

it s west-2.consoleaws amazon.com) o1 om=eion —us-est- 24/ Thingd1 QxmBE® :

5 apps (] Favortes [| Cloud 3¢ AeonWiki 2 PlCsnet () Gitwb F Blog
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Thing01

CRIMSONTHINGS

Details Shadow ARN

A shadow ARN uniquely identifies the shadow for this thing. Learn more

Shadow arn:aws:iot:us-west-2:657843486824:thing/Thinge1

Activit: Shadow Document
Delete Edit

Last update: Sep 3, 2018 2:22:36 PM 0400

@ Feedback (@ English (US) A s affiliates. Al rig Privacy Policy ~ Terms of Use

Figure 19.

Referring to Figure 19, note that the shadow state contains live data representing the tags in your device. The
shadow is a persistent object that stores the values sent by the device, whether or not those values are included
in the latest message. If you scroll down a little, you will be able to view the shadow more clearly...

{

"reported": {

"tags": {
"Tagl": O,
"Tag2": O,
"Tag3": 8747,
"Tagd": 8747

by
"device": {
"cellular": {
"valid": "false"
I
"location": {
"valid": "false"
I
"status": "okay"
}
}
}

As you can see, the shadow is a JSON fragment contains an object called reported. Within this object, a further
object called tags contains the data tags being pushed by Crimson, and an object called device acts as a
placeholder for yet-to-be-supported device status information. Refer to the Crimson User Manual for details on
how the format of this JSON fragment can be adjusted to suit your application.

red I‘Eﬁ
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To write data to the device, we must edit the JSON fragment to contain an object called desired that contains its
own tags object that in turn contains the values that we want to write. To modify the shadow, select the Edit

option within the AWS console and click on the Shadow State to make the changes...

® - o x

Services v  Resource Groups v %

et
‘ Shadow Document
ion:

Delete Cancel Save

Last update: Sep 3, 2018 2:27:33 PM -0400

@

Shadow state:
1

Metadata:

“metadata”: {
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Figure 20.

It is very important that you get the formatting right when editing the shadow. JSON is particularly finicky about

commas and other punctuation. The portion that you are creating is shown in red below...

{

"desired": {

"tags": {
"Tagl": 1234
}
Y,
"reported": {
"tags": {
"Tagl": O,

[balance ommitted for brevity]

Note the comma at the end of line immediately before the reported object and note the absence of commas at
the end of the other lines. JSON requires commas only when another element follows within the current object. If

you get this wrong, a red cross should appear warning you of your error.

Once you have edited the JSON, press click Save to commit the change. The value of Tag1 in your device
should be updated both on the device display and in reported object in the shadow, and the corresponding entry
in the desired object should be removed. If this does not happen, check your formatting and check that you have

writes enabled in the corresponding tag set.

Crimson® Cloud Connectors: AWS
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Append A — Combined Server Certificates

MIIDQTCCAImgAwIBAgITBmyfz5m/jAo54vB4ikPmljZbyjANBgkghkiGOwWOBAQsF
ADA5MQswCQYDVQQGEwJVUzEPMAOGA1UEChMGQW1hem9uMRkwFwYDVQQDExBBbWF6
b24gUm9vdCBDQSAxMB4XDTE 1MDUyNjAWMDAWMFoXDTM4MDExXNzAwWMDAwWMFowOTEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBKFtYXpvbjEZMBcGA1UEAXMQQW 1hem9ulFJv
b3QgQOEgMTCCASIwDQY JKoZlhveNAQEBBQADggEPADCCAQoCggEBALJ4gHHKeNX;|
ca9HgFBOfW7Y14h29J1091ghYPIOhAEvVrAlthtOgQ3pOsqTQNroBvo3bSMgHFzZM
906118c+6zf1tRn4SWiw3te5djgdYZ6k/ol2peVKVURF4fn9tBb6dNgcmzUS5L/qw
IFAGbHrQgLKm-+a/sRxmPUDgH3KKHOVj4utWp+UhnMJbulHheb4mjucAwhmahRWa6
VOujw5H5SNz/0egwL X0tdHA114gk957EWW67c4cX8jJGKLhD+rcdgsq08p8kDi1L
93FcXmn/6pUCyziKrlA4b9v7LWIbxcceVOF34GfID5SyHI9Y/QCB/IIDEgEwW+0yQm
jgSubJrigg0OCAWEAAaNCMEAwWDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAFSEBAMC
AYYwHQYDVROOBBYEFIQYzIUO7LWMIJQuUCFmcx71QTgoIMAOGCSqGSIb3DQEBCWUA
A4IBAQCY8jdaQZChGsV2USggNiMOruYou6r4lK51pDB/G/wkjUuO0yKGX9rbxenDI
USPMCCjjmCXPI6 T53iHTflUJrU6ad TrCC2qJeHZERXxhIbl1Bjjt‘msv0tadQ1wUs
N+gDS63pYaACbvXy8MWy7Vu33PqUXHeeE6V/Ug2V8viTO96LXFVKWIJbYK8U90vv
o/ufQJVIMVT8QtPHRN8jrdkPSHCa2XV4cdFyQzR1bldZwgJcJmApzyMZFo61Q6XU
5Msl+yMRQ+hDKXJioaldXgjUkK642M4UwtBV8ob2xJNDd2ZhwLnoQdeXe GADbkpy
rgXRfboQnoZsG4q5WTP468SQvvG5

MIIFQTCCAymgAwIBAgITBmyfOpY 1hp8KD+WGePhbJruKNzANBgkghkiGOwOBAQwF
ADA5MQswCQYDVQQGEwJVUzEPMAOGA1UEChMGQW1hem9uMRkwFwYDVQQDExBBbWF6
b24gUm9vdCBDQSAyMB4XDTE 1MDUyNjAWMDAWMFoXDTQwMDUyNjAWMDAwWMFowOTEL
MAKGA1UEBhMCVVMxDzANBgNVBAoTBKFtYXpvbjEZMBcGA1UEAXMQQW1hem9ulFJv
b3QgQOEgMjCCAIilwDQY JKoZIhveNAQEBBQADggIPADCCAgoCgglBAK2Wny2cSkxK
gXIRmeyKy2tgURO8TWOG/LAIJdOZEGrHJgw12MBvVIITpILGbhQPDW9tK6Mj4kHbZ

WO/ TOgGNk3Mmgw9DJArktQGGWCsNORShYGCrVo34A3MnaZMUnbgQ523BNFQ9IXg
1dKmSY XpN+nKfg5clU1Imj+ulFptidXZNLhSGkOQsL9sBbm2eLfg0OQ6PBJTYVIK
8nu+NQWDpE|Tj82R0Yiw9AElaKP4yRLUH3WUNANE72kr3HIrN9yFVKE8P7K6C4Z9r
2UXTu/Bfh+08LDmG2j/e7HJIV63mjrdvdfLC6HM783k81ds8P+HgfajZRRidhW+me
z/CiVX18JYpvL7TFz4QuK/ONURBs+18bvBt+xa47mAExkv8LV/SasrX6avvDXbR
8070z0an4G7ptGmh32n2M8ZpLpcTngWHsFcQgTfJU707{/aS0ZzQGPSSbtgDT6Z]
mUyl+17vIWRGIF9sZIUVyzfpYgwLKhbcAS4y2j51 97469hdAIO+ekQiG+r5jgFoz
7MtOQ5X5bGISNscpb/xVATwf+5+9R+vnSUeVC06JIglJ4PVhHvG/LopyboBZ/1c6
+XUyo005f7000YtINc/LMgRdg7c3r3NunysV+Ar3yVAhU/bQtCSWXVEqQYOVThUWcl
Ou1ufm8/0i2BWSImy5A5IREedCf+3euvAgMBAAGjQjBAMA8SGA1UdEWEB/WQFMAMB
Af8wDgYDVROPAQH/BAQDAgGGMBOGA1UdDgQWBBSwWDPBMMPQFWAJI/TPIUGOLhONm
UjANBgkghkiGOwWOBAQwFAAOCAgEAQqiAjw540+Ci1M3m9Zh60O+0AA7CXDpO8Waj2
LIxyh6mx/H9z/WNxeKWHWc8w4Q0QshNabYL1auaAn6AFC2jkR2vHat+2/XcycuUY
+gn00JMsXdKMdYV2ZZAMA3mM3MSN;jrXiDCYZohMr/+c8mmpJ5581LxedhpxfL86kS4PsJYGw=

MIIBtiCCAVuUgAWIBAGITBmyf1XSXNmY/Owua2eiedgPySjAKBggqhkiOPQQDAJAS5
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MQswCQYDVQQGEwJVUzEPMAOGA1UEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6b24g
Um9vdCBDQSAzMB4XDTE1MDUyNjAWMDAwWMFoXDTQwMDUyNjAWMDAWMFowOTELMAKG
A1UEBhMCVVMxDzANBgNVBAoTBkFtYXpvbjEZMBcGA1UEAXMQQW1hem9ulFJvb3Qg
QOEgMzBZMBMGByYyqGSM49AgEGCCqGSM49AWEHAOIABCmMXp8ZBf8ANmM+gBG1bG8IKI
ui2yEujSLtf6ycXYgmO0Ofc4E7O5hrOXwzpcVOho6AF 2hiRVA9IRFgdszflZwjrZt6;
QBAMA8SGA1UdEWEB/WwQFMAMBAf8wDgYDVROPAQH/BAQDAgGGMBOGA1UdDgQWBBSr
ttvXBp43rDCGB5Fwx5zE GbF4wDAKBggghkjOPQQDAgNJADBGAIEA4IWSoxe3jfkr
BqWTrBqYaGFy+uGhOPsceGCmQ5nFuMQCIQCcAu/xIJyzlvnrxirdtiz+ OpAUFteM
YyRIHN8wfdVoOw==

MIIB8jCCAXigAwIBAgITBmyf18G7EEwpQ+Vxe3ssyBrBDjAKBggghkjOPQQDAZzA5
MQswCQYDVQQGEwJVUzEPMAOGA1UEChMGQW1hem9uMRkwFwYDVQQDEXBBbWF6b24g
Um9vdCBDQSAOMB4XDTE1MDUyNjAWMDAWMFoXDTQwMDUyNjAWMDAwWMFowOTELMAKG
A1TUEBhMCVVMxDzANBgNVBAoTBkFtY XpvbjEZMBcGA1UEAXMQQW1hem9ulFJvb3Qg
QOEgNDB2MBAGBYyqGSM49AgEGBSuUBBAAIA2IABNKTrijdPo1MN/sGKeOuoe0ZLY7Bi
9i0b2whxIdIA6GO9mIf78DIuXeo9pcmBqgqNblJhFXRbb/egQbeOc4O09X4Ri83Bk
M6DLJC9wuoihKgB1+IGuYgbEgds5bimwHvouXKNCMEAwDwYDVROTAQH/BAUWAWEB
/zZAOBgNVHQ8BAfSEBAMCAYYwHQYDVROOBBYEFNPsxzplbszh2naaVvuc84ZtV+WB
MAoGCCqGSM49BAMDA2gAMGUCMDQgLIfGIfhGt0O9Y1i/W651+kl0rz2ZVwyzjKKlw
CkcO8DdZEv8tmZQoTipPNU0zWgIxAOp1AE47xDqUEpHJWEadIRNyp4iciuRMStuwW
1KyLa2tJEIMzrdfkviT8tQp21KWBEA==

MIIEDzCCAvegAwIBAgIBADANBgkghkiGOwWOBAQUFADBoMQswCQYDVQQGEwJVUZEI
MCMGA1UEChMcU3RhcmZpZWxKIFRIY2hub2xvZ2licywgSW5jLJEyMDAGA1UECxMp
U3RhecmZpZWxKIENsYXNzIDIgQ2VydGimaWNhdGlvbiBBdXRob3JpdHkwHhcNMDQw
NjI5MTczOTE2WhcNMzQwN;jI5MTczOTE2WjBoMQswCQYDVQQGEwJVUzZEIMCMGA1UE
ChMcU3RhemZpZWxKIFRIY2hub2xvZ2licywgSW5jLiEyMDAGA1UECxMpU3RhcmZp
ZWxKIENsYXNzIDIgQ2VydGlimaWNhdGlvbiBBdXRob3JpdHkwggEgMAOGCSqgGSIb3
DQEBAQUAA4IBDQAwggEIACIBAQC3Msj+6XGmBIWtDBFk385N78gDGIc/oav7PKaf
8MO2tTYbitTkPskpDBE8J70X+zIJOT 1KKY/e97gKvDIr1MvnsoFAZMej2YcOadN
+lg2cwQlZut3f+dZxkqZJRRUGYbH838Z1TBwj6+wRir/resp7defqgSHo9T5iaU0
X9tDkYI22WY8sbis5gv2cOj4QyDvvBmVmepsZGD3/cVE8BMC5fvj13c7JdBmzDl1aa
K4UmkhynArPkPw2vCHmMCuDY96pzTNbO8acr1zJ30/WSNF4Azbl5KXZnJHoeOnRrA
1W4TNSNe35tfPe/W93bC6j67eA0cQmdrBNj41tpvi/JEOAGrAgEDo4HFMIHCMBOG
A1UdDgQWBBS/X7fRzt0fhvRbVazc1xDCDgmI5zCBkgYDVROjBIGKMIGHgBS/X7fR
zt0fhvRbVazc1xDCDgmI56FspGowaDELMAKGA1UEBhMCVVMxJTAJBgNVBAoTHFNO
YXJmaWVsZCBUZWNobm9sb2dpZXMsIEluYy4xMjAwBgNVBAsSTKVNOYXJmaWVsZCBD
bGFzcyAylENIcnRpZmljY XRpb24gQXV0aG9yaXR5ggEAMAwWGA1UdEWQF MAMBAf8w
DQYJKozZlIhveNAQEFBQADggEBAAWdP4id0ckaVaGsafPzZWdgbAYcaT 1epoXkJKiv3
L7lezMdeatiDh6GX70k1PncGQVhiv45YuApnP+yz3SFmH8IU+nLMPUxA21Gvd56D
eruix/UOF47ZEUDO/CwqTRV/p2JdLiXTAAsgGh10+Re49L2L 7ShZ3U0WixeDyLJI
xy16paq8U4Zt3VekyvggQQto8PT7dL5WXXp59fkdheMtlb71cZBDzI0fmgAKhynp
VSJYACPg4xJDKVIHCN2MQWopIBqjllapBtJUhIbI90TSrE9atvNziPTnNvT51cKEY
WQPJIrSPnNVeKtelttQKbfi3QBF Gmh95DmK/D5fs4 C8fF5Q=

MIIEOzCCA7ugAwIBAgIQGNrRniZ96LtKIV]NzGs7SjANBgkahkiGOWOBAQUFADCB
YiIELMAKGA1UEBhMCVVMxFzAVBgNVBAoTDIZIcmITaWduLCBJbmMuMR8wHQYDVQQL
ExZWZXJpU2InbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEzEoYykgMjAwWNIBWZXJp
U2InbiwgSWS5jLiAtIEZvciBhdXRob3JpemVkIHVzZSBvbmx5MUUwQwYDVQQDEzxW
ZXJpU2InbiBDbGFzcyAzIFB1YmxpYyBQcmitY XJ5IENIcnRpZmljY XRpb24gQXV0
aG9yaXR5ICO0gRzUwWHhcNMDYXMTA4MDAWMDAWWhcNMzYwNzE2MjM10TUSWjCBYEL
MAkGA1UEBhMCVVMxFzAVBgNVBAoTDIZIcmITaWduLCBJbmMuMR8wWHQYDVQQLExZW
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ZXJpU2InbiBUcnVzdCBOZXR3b3JrMTowOAYDVQQLEZzEoYykgMjAWNIBWZXJpU2In
biwgSWS5jLIAtIEZvciBhdXRob3JpemVkIHVzZSBvbmx5MUUwQwYDVQQDEzxWZXJp
U2InbiBDbGFzcyAzIFB1YmxpYyBQcmltYXJSIENIcnRpZmljY XRpb24gQXV0aG9y
aXR5IC0gRzUwggEIMAOGCSqGSIb3DQEBAQUAA4IBDWAwWggEKACIBAQCVJAgGIKXo1
NMAMqudLO07cfLw8RRy7K+D+KQL5VwijZIUVJ/XxrcgxiV0i6 CqqpkKzj/i5Vbex
t0uz/09+B1fs70PbZmIVYc9gDaTY 3vjgw2IIPVQT60nKWVSF JuUrjxuf6/Whkclz
SdhDY2pSS9KP6HBRTAGJaXvHcPaz3BJ023tdS1bTIr8Vd6GwIKIIBq8ckmcY5fQG
BO+QueQA5NO6tRN/ArrOPO7gi+s3i+z016zy9vA9r911kTMZHRxAY3QkGSGT2RT+
rCpSx4/VBENnkjWNHiDxpg8v+R70rfk/Fla4OndTRQ8Bnc+MUCH7IP59zuDMKz 10/
NleWiu5T6CUVAgMBAAGjgblwga8wDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BAfSE
BAMCAQYwbQYIKwYBBQUHAQWEYTBfoV2gWzBZMFcwVRYJaW1hZ2UvZ2ImMCEwHzAH
BgUrDgMCGgQUj+XTGoasjY5rw8+AatRIGCx7GS4wJRYjaHROcDovL2xvZ28udmVy
aXNpZ24uY29tL3ZzbG9nby5naWYwHQYDVROOBBYEFH/TZafC3ey78DAJ80M5+gKv
MzEzMAOGCSqGSIb3DQEBBQUAA4IBAQCTJEowX2LP2BqYLz3q3JktvXf2pXkiOOzE
p6B4Eq1iDkVwWZMXnI2YtmAl+X6/WzChl8gGqCBpH3vn5fJJaCGkgDdk+bW48DW7Y
5gaRQBi5+MHt39tBquCWIMnNZBU4gcmU7gKEKQs Tb47bDNOIAtukixlEOkFEBWIK
WE9gyn6CagsCqiUXObXbf+eEZSqVir2G3I6BFoMtEMze/aiCKmOoHwWOLXOXnGiYZ
4fQRbxC11fznQgUy286dUV4otp6F01vvpX1FQHKOtwSrDgb7MzVIcbidJ4AVEZVEN
hnacRHr21Vz2XTIIM6RUthg/aFzyQkgFOF SDX9HoLPKsEdao7WNq

----- END CERTIFICATE-----

For more information: http://www.redlion.net/support/policies-statements/warranty-statement
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