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Abstract:

This document explains how to get Crimson 3.1 to talk to Microsoft Azure using
the MQTT Connector. It assumes a basic knowledge of Crimson and its
operation, and the ability to read and manipulate JSON. For more details on the
Crimson Cloud Connectors, please consult the Crimson User Manual.
Products:

CR3000 HMIs / Graphite® HMI / Graphite Controllers

Use Case: Azure Connector

Transferring tag data to Azure.

Required Software:
Crimson 3.1

Required Firmware:
Build 3106.000 or higher
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Step 1 - Creating an Account
If you do not have an Azure account, visit http://azure.microsoft.com/Azure to create a trial account. The trial
account provides sufficient capacity for testing but is unlikely to be suitable for a real deployment. When
compared to Crimson’s supported update rates, Azure’s free tier loT Hub is very limited in terms of messages
supported per day. You should therefore take care not to leave test devices connected too long if they are
configured to update many times per minute.

Step 2 - Creating an loT Hub
Logon to Azure and ensure the left-hand menu strip is expanded. Select the Create a Resource option.
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Figure 1.

Referring to Figure 1, in the search box, type a few letters of the phrase loT Hub until you can select it from the
dropdown.
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Figure 2.

Referring to Figure 2, click on the Create button to create a new loT Hub.
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Figure 3.
Referring to Figure 3, perform the following actions.

1. In the Subscription drop-down, select the subscription you are using.

2. In the Resource Group section, select Create New and enter a name of Test
3. In the Region drop-down, select an appropriate geographic region.

4. In the loT Hub Name, enter a suitable name as discussed below.

The loT Hub name must be globally unique. For this sample, we shall use the name bob-smith-test, but you
should obviously use another name that is related to yourself or your organization. If the name has already been
used, Azure will not allow you to create the resource.

Next press the button labelled Next: Size and Scale.
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Figure 4.
Referring to Figure 4, set the Pricing and Scale Tier to F1: Free Tier.
Leave the other settings unchanged and press Review + Create, followed by Create.
Azure will churn for a while, and after a delay of what might be several minutes the bell-shaped notification icon in

the Azure web console will show a notification that your IoT Hub has been created. Once the creation process has
completed, you can refresh your console window to show the resource.
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Step 3 - Finding the Host Name
Select the 10T Hub from your Azure dashboard.
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Take note of the hostname highlighted in Figure 5. We shall be using it later when we configure the connector in
Crimson. It is typically the loT Hub Name followed by azure-devices.net.
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Step 4 - Creating a Device
We can now create a device within the IoT Hub to correspond to the Crimson device from which we shall be
pushing data. To do this, select the loT Hub in your dashboard and scroll-down in the left-hand menu strip until you
find the IoT Devices option in the Explorer section. Select this option to show the following.
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Referring to Figure 6, press the Add button to create a new device.
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Figure 7.

Referring to Figure 7, in the strip that appears on the right-hand side of the window, enter device-01 as the Device
ID. Leave the rest of the settings at their defaults (i.e. Symmetric Key, Auto Generate Key and Enable Hub
Connection) and press the Save button to create the device.
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Your device view will update to show the device.
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Figure 8.

Referring to Figure 8, click on device-01 to view its properties.

® - o X
A Devce Detais - Microso! X
& C | @ secure | hitps//portalazure.com/+@ eGroups/Tes fu. % @ B ®
5 Aops || Fovortes (| Clous 3¢ AconWiki 1 PlCsnet () Gitwub [l Blog

Arure & O () [ mikeg@mikegnet @
t Azure s _ & 0 0 K GRANBY CONSULTING QD)

Device Details X
device 01

O refresh

device-01

- {SDAIGHIBLJ+BCFKFhWEATgBO TrkvrWjwIwiX2eles=

key @
£UQSQyY3dbnFRPPWhKOOX2Up2XWajlpOgpLLSBbKI=

n string (primary key) @
LI +BCF3KFhWE Geles=

Connection string (secondary key) @

azure-de BbKI=

Module Identities  Co

‘_. Module Identites associated with this device.

MODULE IDENTITY NAME CONNECTION STATE CONNECTION STATE LAST UPDATED LAST ACTIVITY TIME

No module identites lsted.

Figure 9.

Referring to Figure 9, take note of the Primary Key. We shall be using this later when configuring Crimson.
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Step 5 — Creating an Outline Database
You should now open Crimson 3.1 and create a new database for your device. Before we configure the Azure

Connector, we shall need to perform a few steps to create the infrastructure used for testing. Red Lion will soon be
making these so-called outline databases available via its website and including them in the Crimson installation.
In the meantime, to manually create an outline database, start by opening the Communications category and

selecting the Ethernet 1 tab in the Network settings.
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Referring to Figure 10, if the device is connected to a network that automatically allocates IP addresses via a
DHCP server, you may leave these settings unchanged. If you are manually specifying an IP address, you
must also define a default gateway and manually provide DNS servers. The gateway is necessary for your
device to push data to the Internet and the DNS servers are used to convert the cloud server name into an IP
address. The default server addresses of 8.8.8.8 and 8.8.4.4 will be suitable for most applications, but the DNS
Mode must be explicitly set to Manual if the Port Mode is set to Manual Configuration.
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Next switch to the TLS — SSL tab in the Ethernet settings.
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Figure 11.

Referring to Figure 11, change the Certificate Source property to Obtain from Windows.
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Next select the Time Manager settings within the Services group.
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Figure 12.

Referring to Figure 12, perform the following actions:

1. In the Control section, set the Enable Time Manager property to Yes.

2.In the Time Client section, set the Enable SNTP setting to Yes.

& Qg o
£
P

The other settings may be left at their default values. These settings enable time synchronization, allowing your
device to set its real-time clock from the Internet. Having an accurate real-time clock is important not only for
time-stamping data, but also for ensuring the correct operation of certain security algorithms. Once you have
downloaded your outline database for the first time, select the Send Time option from the Link menu
within Crimson to set the device’s time zone to that of your PC. If you need to set it to a different time zone,
refer to the Crimson manuals for information on the time zone system variables.
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Next navigate to the Data Tags category and press the New button five times.
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Figure 13.

Referring to Figure 13, select Tag5 in the Navigation pane and then

rename it to Status.
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Next navigate to the Display Pages category...
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Referring to Figure 14, perform the following actions:

1. Select the Hello World text and press Delete to remove it from the screen.
2. In the Resource Pane, select the Data Tags category.
3.In the Resource Pane, click on Tag? and, while holding down Shift + Ctrl, click on Status.
4. All five data tags should be selected.
5. Drag the resulting selection on to your display page.
6. Grab the bottom-right resizing handle and expand the data fields to a suitable size.
7. Click away from the data fields to deselect them.
8. Click on Tag1 and check the Data Entry box in the floating toolbar.
¢ Alternatively, right-click and select Data followed by Data Entry.
9. Repeat this operation for Tag2.
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Your display page should now look like Figure 15.
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Referring to Figure 16, perform the following actions...

1. Select the Actions tab.

2. Enter Tag3++,Tag4++ in the On Update box.

3. Press OK to save the changes.
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Next navigate to the Web Server category.
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Figure 17.
Referring to Figure 17, perform the following actions:

1. Select the Features tab.
2. In the Remove View section, set the Remote Control property to enabled.

You have now created an outline database. Press F9 to download this to your device, and if this is the first time
you are doing so, select the Send Time option from the Link menu to set the device’s time and time zone. If the
device has a display, you should be able to see the five tags. You will be able to edit the first two tags using the
touchscreen, and the next two will be incrementing steadily as the display updates.

If your device does not have a display, open your web browser. In the address bar, enter the http:// followed by
the IP address that you have allocated to your device to access the Crimson web server. Within the Crimson web
server, select Remote View to view the device’s virtual display and again note the behavior of the tags.
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Step 6 — Configuring the Azure Connector
We are now in a position to configure and test the Azure Connector. We shall be configuring it to talk to the device
that we created in earlier sections and pushing four of the data tags that we have created. The fifth tag will be used
to display the connection status. Start by navigating to the Communications category and select the Azure MQTT
settings in the Connectors section.
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Figure 18.
Referring to Figure 18, perform the following actions:

In the Control section, set the Enable Agent property to Yes.

In the MQTT Server section, set the Host Name 1 property to the host name from Step 3.
In the MQTT Server section, set the Client ID property to thing-01

In the Authentication section, set the Device Key property to the primary key from Step 4.
In the Diagnostics section, set the Status property to Status

aRhwON=
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Next select the Network tab.
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Figure 19.

Referring to Figure 19, set the Server Certificate property to Check Everything. We are able to do this because our
database contains an appropriate set of root certificates obtained from Windows. If we do not have root certificates

available, we should leave this setting at Ignore.

18
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Next select the Tag Data 1 tab.
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Figure 20.
Referring to Figure 20, perform the following actions:

1. In the Control section, set the Tag Writes property to Enabled.
2. Select the Data Tags category of the Resource Pane.
3. Drag Tag1 through Tag4 into the Contents field in the editing pane.

You have now configured Crimson to push Tag1 through Tag4 to the cloud once per second. Press F9 to
download the database to your device and check the Status tag on your display or via the web browser. A value of
4 should be displayed, indicating that the cloud connection has been established and that data is being pushed. A
value of 0 typically indicates an issue with network connectivity or with DNS, while a value of 1 indicates that the
server name was resolved but that the connection could not be established. A value of 3 indicates that the
connection has been made, but that data has not been transferred. If you do not see a value of 4, check each item
in this note carefully and ensure your Crimson configuration matches your Azure settings.
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Step 7 — Interacting with the Device
Now that we have configured Crimson to pass data to the cloud, we can view this data from the Azure web
console and optionally write data back to the device. Return to the loT Hub within the console, and once again
select loT Devices from the Explorers. Select device-01 from the presented list of devices.
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Figure 21.

Referring to Figure 21, select the Device Twin option. Please note that Azure will not allow a device twin to grow
over 8K (the sum of all the tag names and longest possible tag values, plus all the JSON formatting) in size.
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Figure 22.

The device twin is a persistent object that stores the values sent by the device, whether or not those values were
included in the latest message. The twin contains data items created by Azure plus the data items reported by
your device. If you scroll down a little, you will see the reported object within the properties object.
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Figure 23.

The text below shows the part of the twin more clearly with certain items omitted.

"properties": {
"desired": {
[contents ommitted for brevity]
I
"reported": {
"connected": "true",
"device": {
"cellular": ({
"valid": "false"
I
"location": {
"valid": "false"
I
"status": "okay"
by
"tags": {
"Tagl": O,
"Tag2": O,
"Tag3": 65,
"Tag4": 65
}
by
[balance ommitted for brevity]

As you can see, the twin is a JSON fragment that contains an object called properties, which in turn contains an
object called reported. Within this latter object, a further object called tags contains the data tags being pushed
by Crimson, and an object called device acts as a placeholder for yet-to-be-supported device status information.
Refer to the Crimson User Manual for details on how the format of this JSON fragment can be adjusted to suit
your application.
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To write data to the device, we must edit the JSON object called desired within the properties object to contain
its own tags object that in turn contains the values that we want to write. To modify the twin, click on the twin text
within the Azure console and make the following changes.
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null

“$metadata”: {
“$lastUpdated": "2018-09-03T19:12:46.58872812"
}

$version”: 1

Figure 24.

It is very important that you get the formatting right when editing the twin. JSON is particularly finicky about
commas and other punctuation. The portion that you are creating is shown in red below...

"properties": {
"desired": {
"tags": {
"tagl": 1234
Y,

"Smetadata": {
"SlastUpdated": "2018-09-03T19:12:46.5887281z"
by
"$version": 1
by
"reported": {
"connected": "true",
[balance ommitted for brevity]

Note the comma at the end of line immediately after the tags object and note the absence of commas at the end of
the other lines. JSON requires commas only when another element follows within the current object. If you get this
wrong, a red squiggle should appear warning you of your error.

Once you have edited the JSON, press click Save to commit the change. The value of Tag1 in your device should
be updated both on the device display and in reported object in the shadow, although you might have to click
Refresh to see this latter change. If this does not happen, check your formatting and check that you have writes
enabled in the corresponding tag set.

For more information: http://www.redlion.net/support/policies-statements/warranty-statement
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