Industrial Automation
Tech Note 53 Crimson® Cloud Connectors: Sparkplug
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Abstract:

This document explains how to get Crimson 3.1 to talk to Inductive Automation’s
Ignition SCADA using the Sparkplug MQTT Connector. It assumes a basic
knowledge of Crimson and its operation. For more details on the Crimson Cloud
Connectors, please consult the Crimson User Manual.

Products:

CR3000 HMIs / Graphite® HMI / Graphite Controllers

Use Case: Sparkplug Connector
Transferring tag data to Inductive Automation’s Ignition SCADA using Sparkplug.

Required Software:
Crimson 3.1

Required Firmware:
Build 3106.000 or higher
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Step 1 - Installing Java
Before installing the Ignition SCADA software, you must have a 64-bit Java Runtime Environment installed on your
machine. The Oracle website has an unfortunate habit of installing the version required by your browser rather
than that required by this application, so it is recommended that you perform the installation manually by visiting
https://java.com/en/download/manual.jsp and referring to Figure 1 select the 64-bit Windows Offline installer.

e - o Xx
hitps//java.com/en/download/manuakjsp ~E@Ee
Canet ) Gt [ Blog
Download ~ Help
“““::‘: Operating Java Downloads for All Operating Systems
Recommended Version 8 Update 181
Release date July 17, 2018
Select the fle according to your operating system from the list below to get the latest Java for your
computer.
> Remove Older Versions > Whatis Java?
e read and accepted the terms of the end user
Javat
» Where can | get Java 72
JoK
» Looking for the JOK? Instuetons  pfier instaling Java, you
may need to restart your
Instructions browser in order to
enable Java in your
Instructions browser
nd 64-bit browsers interchangeably, you will need to install both 32-bit and 64-bit Java
in order o have the Java plug-in fo both browsers. » FAQ about 64-bi Java for Windows
MacOSX @ MacFAQ
© MasOSX (1073 verson and above) i e
e nstructions  browser in order to
enable Java in your
browser.
* Oracle Java (Version 7 and later versions) requires an Intsl-based Mac running Mac OS X 10.7.3 (Lion)
orlater and administrator privileges for instalation. » More information
A i
©  Linux RPM fieste 544018 Instructions
©  Linux flesize: 30,40 v8 Instructions  Afterinstalling Java, you
will need to enable Java hd

Figure 1.

You may have to reboot your system once installation has completed.
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Step 2 - Installing Ignition
Visit the Inductive Automation website at https://inductiveautomation.com/ and click on Download Ignition, refer to

Figure 2.

tm_referrer=https%3A%2F%2Finductiveautomation.com%2F *E RO

tion.com/download: on7utm_expid= RAEOSCtmRZmjtFKo5IamIA 08

2 bicsnet ) Gitnb [ Bog

Signin | Schedule a Demo

CallUs

inductive
automation Product  Pricing Resources Integrators Support About Download Ignition

Home / Downloads

Start using the world's most powerful
SCADA software in minutes.

o
Ig n ||'| o n\. Download Ignition and Ignition Edge in one simple installer.
by induc n
iy

Ignition-7.9.9-windows x64-installer.exe
Not the file you were looking for? Check out the rest of our system installers.

What's new in Leamn Ignition for free with What is lloT?
Ignition 79 Inductive University

Current Release LTS Archives Early Access Extras
System Installers (includes all modules
Microsoft Windows Linux
Ignition-7.9.9-windows-x64-installer.exe ( 318MB ) Ignition-7.9.9-linux-x64-installer.run (308MB)
Ignition - Windows Installer 64-bit gnition - Linux Installer 64-bit
Version: 7.0.9.20180816-1452 Version: 7.0.9.20180816-1452
,

Click on the Download Ignition + Ignition Edge button, complete the registration form and press Download. Once
the download has completed, launch the Ignition Installer. Step through the usual steps and when offered the
chance, select fully-fledged Ignition in its Typical configuration. Allow the installation to complete and click Finish
with the Start Ignition Now box checked.
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Your default web browser should show something similar to Figure 3.

& C | @ localhost:30
H Appr || Favortes || Cioud 3¢ AconWiki % PlCenet () Gitb [ Blog

Ignition-MG-Beast USERMANUAL  SUPPORT
Signin

4 STATUS & CONFIGURE

, Welcome to the Ignition Gateway

Congratulations, gnition s installed and running!
Whether you need an OPC-UA server, a SQL datalogger, an HMI, or a full-blown SCADA or MES solution, Ignition can handle it. Here are a
few common steps to help get you started:

{8 Login to the configuration section.
The default username and password are: adnin / password
Change the password or configure your own authentication profile in the security » Authentication section

B Connect toa device.
Connectivity is what Ignition s all about. Connect to a PLC on your network using the internal OPC-UA server, or a 3rd party OPC
server. Don't have a PLC handy? No problem, you can skip this step or use one of the simulator drivers.

B Connect to a database.
Database connectivity is at the heart of Ignition's most powerful features, like Transaction Groups and SQLTags Historian. If you have
aSQL database, you can greatly increase Ignition's capabilities by adding a connection tot. No database? You can come back to this
step later or skip it entirely.

[ Launch the Ignition DesignercZ.

This is where the magic happens. Create a project and add windows and transaction groups. Besides the usual status and control
functionality, take advantage of advanced charting, tables and reporting capabilities.

[ Launch a client. Or two. O twenty.
Web-launched clients can be launched anywhere on your network from the panel below. With Ignition, you don't have licensing
restrictions to limit you.

- Launch Proiects @

Figure 3.

Make a note of this address or add it to your Bookmarks/Favorites as we shall be using it later.
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Step 3 —Installing MQTT
Ignition does not come with MQTT functionality out of the box. To install the MQTT software, return to the
Download Ignition webpage that we visited in Step 2 and scroll down to Third Party modules from Cirrus Link.

Third Party Modules
Al third party Ignition modules require the Ignition platform to be installed

To install third party modules:
1. Install Ignition: See Ignitior
2. Once Ignition is installed, download the module and install it in the Ignition Gateway: See module installation gui

Cirrus Link Solutions MGTT Modules for Ignition

Seethe tes and usage documentation for all Cirrus Link modules here.

MQTT Distributor Module MGTT-Distributor-signed.modi (11MB) Version: 34.3
MQTT Engine Module MGTT-Engine-signed.modl (12MB) Version: 343
MQTT Transmission Module MGTT-Transmission-signed.modl (9MB)

MQTT Remote Management - Agent MGTT-Remote-Agent-signed.modl (I7MB)

MQTT Remote Management - Manager MGTT-Remote-Manager-signed.modl (8VB) Version: 343
Azure Injector Module Azure-Injector-signed.modl (11MB)

AWS Injector

AWS-Injector-signed.modl (I9MB)

Opto 22 groov EPIC and SNAP PAC Drive Opto-22-groov-EPIC-and-SNAP-PAC-Driver-

Version: 343
Module signed.modl (9MB)
SepaSoft, Inc. MES Modules for Ignition
CURRENT OEE 1.0 USERS: (versions 1.9.4 and prior) DO NOT UPGRADE TO THIS VERSION without reading this guide. Current Platform 1

require the installation of Production, and sam
Web Services Module Web-Services-Module.modl (3MB) on:
Instrument Interface Module Instrument-Interface-module.modl (IMB) Version:

Figure 4.

Referring to Figure 4, click on both the MQTT Distributor Module and MQTT Engine Module and allow your web
browser to download them to a convenient location. This will typically be the default Downloads directory on your
PC.
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Once the downloads have completed, return to the local Ignition webpage that opened at the end of Step 2,

shown in Figure 5.

|4 Igniion-MG-Beast- g X
¢ C @ ocshos

i Apps Favorites Cloud & Aeon Wiki

Picsnet () Gitub Bl Biog

Ignition-MG-Beast

Igpifiqpﬂ}/

M STATUS & CONFIGURE

Welcome to the Ignition Gateway

USERMANUAL  SUPPORT
Signin

Congratulations, Ignition s installed and running!
Whether you need an OPC-UA server, a SQL datalogger, an HMI, or a full-blown SCADA or MES solution, Ignition can handle it. Here are a

few common steps to help get you started:
I8 Login to the configuration sectio

The default username and password are: adnin / password

Change the password or configure your own authentication profile in the securicy > Authentics

£ Connectto a device.

section

Connectivity is what Ignition is all about. Connect to a PLC on your network using the internal OPC-UA server, or a 3rd party OPC
server. Don't have a PLC handy? No problem, you can skip this step or use one of the simulator drivers.

) Connectto a database.

Database connectivity is at the heart of Ignition's most powerful features, like Transaction Groups and SQLTags Historian. If you have
aSQL database, you can greatly increase Ignition’s capabilities by adding a connection to it. No database? You can come back to this

step later or skip it entirely.

3 Lounch the Tgni tion Designercs.

This is where the magic happens. Create a project and add windows and transaction groups. Besides the usual status and control

functionality, take advantage of advanced charting, tables and reporting capabilities.

63 Launch a clent. Or two. Or twenty.

Web-launched clients can be launched anywhere on your network from the panel below. With Ignition, you don't have licensing

restrictions to limit you.

- Launch Proiects @

Figure 5.

Referring to Figure 5, click on the Configure option and enter the default credentials of admin and password.

1 Igniton-MG-Besst-lgn x

€ > C @ localhost3088/main/web/config 215

3 Apps (| Favortes (| Coud 3 AconWiki % PlCsnet () Gitnub [ Blog

Ignition-MG-Beast

Ignitio

4 STATUS © CONFIGURE

Q Search...

Backup/Restore Configuration

Licensing
Modules

Projects
Redundancy
Gateway Settings

9 PLATFORM % NETWORKING

Gateway Network

Email Settings

Update System Name Enable SSL for the Gateway Network

Configure Redundancy Create an SMTP Profile
Auditing
fa

Install or Upgrade a Module M

Users, Roles
Service Security
Security Zones

age incoming/outgoing Gateway

Network connections
Create New Project

Activate a License
Connections

Download Gateway Backup
Drivers

Store and Forward

General

@ CONNECTIONS W SYSTEMS

Journal
Notification
On-Call Rosters Create anew database connection Create an alarm journal profile
Schedules

Connect to a3rd party OPC server Manage schedules and holidays

Create a new device connection Create a new alarm notification profile

History

USERMANUAL  SUPPORT

Zadmin  Sign Out

From the Configure section you can set up all connections, projects, and settings
Here are some common actions to get you started.

@ SECURITY

Create a new user

Assign a user a new role

View the logs of an audit profile
Define a Security Zone

Set access levels on a Security Policy

9 DATAACQUISITION

Define a new realtime tag provider
Manage tag historians

Quickly read or write tags in a device

Figure 6.

Referring to Figure 6, from the left-hand menu, select the Modules option and scroll down to show the Install or

Upgrade a Module option.

red I’9n®
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4 lonition-MG-Best - lgn

x

¢ C | @ localhost3088/main/web/confia/system modules? 18

B Apps [ Favorites

Notification
On-Call Rosters
Schedules

History

Realtime

Certificates
Devices
Settings

10NS
Servers
Quick Client

Settings

Referring to Figure 7, click on the Install or Upgrade a Module option to display the following.

Cloud % AconWiki B PLCsnet €) Github

Modbus Driver

Omron Driver

OPC-UA

OpcCom

Reporting

SFC

Siemens Drivers

SMS Notification

SQL Bridge

Symbol Factory

Tag Historian

UDP and TCP Drivers

User Manual

Vision

= Install or Upgrade a Module.

1 5o
5.9.9 (b2018081614)

2.9.9 (b2018081614)

4.9.9 (b2018081621)

4.9.9 (62018081622)

4.9.9 (b2018081615)

399 (v2018081621)

4.9.9 (b2018081614)

499

Adriver for communicating with devices via Modbus-TCP.

Adriver for Omron NJ series PLCs.

Across-platform OPC-UA server

Bridge that exposes COM based OPC-DA servers to the system.

Adds reporting capability.

Sequential Function Charts are customizable logic execution

environments.

Siemens 57-300, S7-400 and S7-1200 drivers.

89.9 (b2018081614)

5.9.9 (b2018081622)

299 (62018081614)

4.9.9 (b2018081614)

4.9.9 (b2018081614)

Adds SM I

An OPC-to-SQL data logger and transaction manager.
Vector graphics clipart library for the Vision module.

Turns any database into a powerful historian that can store
and drive data i Ignition.

Drivers for receiving and parsing UDP or TCP packets.

Provides an offline version of
http://docs.inductiveautomation.com.

9991

gnition by Inductive Automatior

Amodule that launched HMI/SCADA clients.

Note: For details about amodule's status, see the Module Status page.

{3} inductive

Copyright ©2003-2015. A eserved. View license

Figure 7.

Trial
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Trial

Trial

Trial

Trial

Trial

Trial

Trial

Trial

Trial

Free

Trial

e - o x
* @S
Running
Running .
Running 0 (.
Running .
Running .
Running 0 (SR
Running .
Running -
Running .
Loaded .
Running 0 (SR
Running .
Running 0 (.
Running B estart

¥ Ignition-MG-Beast - Ign

& C | @ localhost:3088/main/web/cor

5 Apps [ Favorites

Ignition-MG-Beast
Ignition

Q Search...

Overview
Backup/Restore

Licensing

Projects
Redundancy
Gateway Settings

Gateway Network
Email Settings

Auditing

Users, Roles
Service Security
Security Zones

Connections
Drivers

Store and Forward

General
Journal
Notification
On-Call Rosters
Schedules

History

x

Cloud 3¢ Acon Wiki

M STATUS

Choose File |No file chosen

Install or Upgrade Module

PiCsnet () Gitnb B Blog

@ CONFIG

URE

Toinstall amodule, choose its *.mod1 file and press "Install".
To upgrade a module, install the new version on top of the existing version.
Modules can be downloaded from our website.

USERMANUAL  SUPPORT

2admin  Sign Out

Figure 8.

Referring to Figure 8, click the Choose File button and select the MQTT Distributor module you downloaded
earlier. Accept the license agreement, indicate that you trust the module’s digital signature, and allow the module
to install. Repeat this process for the MQTT Engine module. Your modules page should now show something

similar to Figure 9.

Crimson® Cloud Connectors: Sparkplug
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4 lonition-MG-Beast - lgn X

¢ = C |® ocalhosts088/main/web/config/systemmod

B Apps [ Favorites

Settings

Servers
Quick Client

Siemens Drivers
SMS Notification
Settings

SQL Bridge

Symbol Factory

Tag Historian

Settings

Settings

User Manual

SStthes Vision

View Certificate
Name

MQTT Distributor

MQTT Engine

- Install or Upgrade a

UDP and TCP Drivers

Cloud % Acon Wi 3 PlCsnet () Gitb [ Bog

3.9.9(b2018081621)  Sequential Function Charts are customizable logic execution

environments.

4.9.9(b2018081614)  Siemens S7-300, S7-400 and $7-1200 drivers.

499 Adds SMS notif toAl

89.9(b2018081614) A OPC-to-SQL data logger and transaction manager.

5.9.9(b2018081622)  Vector graphics clipart library for the Vision module.

Turns any database into a powerful historian that can store
and drive data in Ignition.

2.9.9 (62018081614
4.9.9(b2018081614)  Drivers for receiving and parsing UDP or TCP packets.

Provides an offline version of
http://docs.inductiveautomation.com.

4.9.9 (b2018081614)

9.99

Amodule that hed HMI/SCADA clients

Cirrus Link Solutions

Version Description

34.3(b2018070923)  AnMQTT server

3.4.3(b2018070923)  AnMQTT connector to multiple MQTT servers

Module.

Note: For details about amodule's status, see the Module Status page.

@ inductive

gnition by Inductive Automation. Copyright © 2003-2018. All rights reserved. View license.

Figure 9.
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Referring to Figure 9, note the Cirrus Link Solutions section in the module list, and the presence of the MQTT
Distributor and MQTT Engine settings link in the left-hand menu. The MQTT Distributor needs no configuration
for our application so click on the MQTT Engine option to configure that module, and scroll down to the

Miscellaneous section.

1 Igniton-MG-Besst-lgn x

< C | @ localhost:8088/main/web/config/mqttengin

5 Apps [ Favorites

nccess ney

Schedules

Chariot Cloud
History Secret Key

Realtime

Certificates
Devices

) Block Node
Settings Commands

Cloud % Acon Wi % PlCsnet () Gitb [ Blog

The optional Chariot Cloud Access Key used for Cirrus Link hosted Chariot MQTT Servers (optional)

The optional Chariot Cloud Secret Key used for Cirrus Link hosted Chariot MQTT Servers (optional)

Enable blocking of outbound edge node tag writes

Block Device
Saran Commands

Quick Client

Enable blocking of outbound device tag writes

Block Property
Changes
Settings

File Policy

File Location
Settings

Store Historical

Settings Events

Settings

documentation here

Enable blocking of incoming Tag property changes

Ignore v

The policy for handling incoming files

The directory to store files in when using the "Store" file policy (optional)

@ Enabled the writing of historical change events directly to the History provider instead of updating the Tag value

(default: true)

‘Save Changes

Note: For additional details on configuring MQTT Engine, see the

@ inductive

Copyright © 2003

Figure 10.

gnition by Inductive Automatior served. View license.

The only change required here is to uncheck the Block Node Commands box. This will allow Ignition to submit
writes to our device. After unchecking the box, press the Save Changes button to commit the configuration.

red I’9n®
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Step 4 - Piercing the Firewall
The MQTT Distributor listens for MQTT connections on Port 1883 of your PC. To ensure that connections can be
received, we must open a hole in the firewall to allow them through. The exact process varies between versions of
Windows but is similar enough that you ought to be able to follow along. Start by pressing CTRL+ESC or the
Windows key to open your Windows start menu and typing the first few letters of Firewall. This should allow you to
open the Windows Defender Firewall.

P Windows Defender Firewall - o x
1 @ > Control Panel > All Control Panel tems > Windows Defender Firewsl || [ Search Control Panel »

Help protect your PC with Windows Defender Firewall

through the Interet or a network,

l @ Frivate networks

Connected

Block all connections to apps that are not on the list
ofa

Notify me when Windows Defender Firewall blocks a

l @ Guest or public networks Not connected

Figure 11.

Referring to Figure 11, on the left-hand side, select the Advanced Settings option and then select Inbound Rules.

@ Windows Defender Firewallwith Advanced Security - 0o X
e o[>
ame Group rofie  Enabled  Action  Ov A | Inbound Rules -
Alow  No| |[i New Rul
Allow  No || 7 Fiter by Profle »
Allow N
Ao Nol || 7 Fiterby State »
Alow  No || Y Fiterby Group »
9 Alow  No View N
@ Biter Tides Demo Alow  No
@ Bitter Tides Demo Alow  No || @ Refresh
€ CAMV2 SERVER Alow  No ||[5 Brportlit
€ CAMV2 SERVER BOARDCASTING Alow  No || Help
e Fi Allow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Allow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Alow  No
Allow  No
Alow  No
Alow  No
Alow  No
Allow  No,
< 5| < 5

Figure 12.

Referring to Figure 12, on the right-hand side, select the New Rule option and indicate that you want to create a
Port rule as shown in Figure 13.

red I’9n®
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P New Inbound Rule Wizard X

Rule Type

Selcthe type offrewal e to create

Steps:

o RueTipe Whattoe of e wod you ke to create?

@ Prtocal and Pots

o Acion

o Profie

o Neme ® Port
Rulethe contos cor

Program
Rude that controls connectins for 2 program.

TCP or UDP port.
O Predefined:

Alloyn Router

Rude that contol connection for 2 Windows experience.

O Custom
Customnie.

[

Figure 13.

Click Next, then referring to Figure 14, specify a TCP rule for port 1883 and click Next.

x

Specty the protocols and parts o which tis ue apples.

St
o R Tpe Doss e sty o TCP o UDF?
o Priocolnd Pots @1e

o feton O woe

o potie

o N

Does this e apply o allocal ports o specficlocal pots?

O Alllocal ports
@® Specific local ports: 1883
Example: 80, 43, 50005010

Figure 14.

Indicate that the connection should be allowed, as shown in Figure 15, then click Next.

P New Inbound Rule Wizard x

Action

® Allow the connection

O Allow the connection if it is secure:

o o

Figure 15.

red I‘9n®
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Enable the rule for all types of network as shown in Figure 16 and click Next.

P New Inbound Rule Wizard x
Profile
Specky the profies for which thi e apples

When does this e appy?

] Domain
Appies when 3 computeris comected 0 s coporate domain

] private
locaton, such a8 3 h

& Public

Aoples when a computeris comected o @ publicnetwork locato.

Figure 16.

As shown in Figure 17, name it MQTT 1883 and select Finish to create the rule.

P New Inbound Rule Wizard x
Name
Specy the name and descrpton of this e

Nome
[MQTT 1833

Descrpton fptional)

Figure 17.

red I’9n®
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Step 5 - Creating an Outline Database
You should now open Crimson 3.1 and create a new database for your device. Before we configure the
Sparkplug Connector, we shall need to perform a few steps to create the infrastructure used for testing. Red Lion
will soon be making these so-called outline databases available via its website and including them in the Crimson
installation. In the meantime, to manually create an outline database, start by navigating to the Communications
category and selecting the Ethernet 1 tab in the Network settings...

& Untited File - Edge Contralle (VGA) - Crimson 3.1
Ble Edt View Go Lnk Help

(NSNNRNGN I NERR NN S = 12
s X OO |Resource Rane LX)

ZtraConfig  Ethemet 1 Etheret2 TLS-SSL Routing Download Add Ports

— 8 ocues
[Port Setiing: @ Modules
(@) Not Mapped

ot ode:
Padaress (192168120 ]

Network Mask: [255.255.255.0

Gotewsy:  [13296811 ]

DNS Settings

onis

Manual
8885
8844

FullDuplex: | Enabled <

e

Maximum Segment Size

ForRecene: 1260 ]

& Qo gl 2

Devices.
Data Tags
Programs
System

Figure 18.

Referring to Figure 18, if the device is connected to a network that automatically allocates IP addresses via a
DHCP server, you may leave these settings unchanged. If you are manually specifying an IP address, you
must also define a default gateway and manually provide DNS servers. The gateway is necessary for your
device to push data to the Internet and the DNS servers are used to convert the cloud server name into an IP
address. The default server addresses of 8.8.8.8 and 8.8.4.4 will be suitable for most applications, but the DNS
Mode must be explicitly set to Manual if the Port Mode is set to Manual Configuration.

red I‘en®
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Next select the Time Manager settings within the Services group.

& Untitled File - Edge Controller (VGA) - Crimson 3.1
FEile Edit View Go Link Help

Qo (a5 N> e NN MWt N2 @-
X Time Manager © O |Resoucepane X

Control

Enable Time Manager: | Yes ~ @ [ Modules
!
—

Time Client

enabeswre [ <

linked DS

Time Source: | EEEIIITIAREA <

Time Zone: [ Local <

& ($m i 5w
£
P

The or drag a tag on to the field.

Figure 19.

Referring to Figure 19, perform the following actions...

1. In the Control section, set the Enable Time Manager property to Yes.

2.In the Time Client section, set the Enable SNTP setting to Yes.

The other settings may be left at their default values. These settings enable time synchronization, allowing your
device to set its real-time clock from the Internet. Having an accurate real-time clock is important not only for
time-stamping data, but also for ensuring the correct operation of certain security algorithms. Once you have
downloaded your outline database for the first time, select the Send Time option from the Link menu
within Crimson to set the device’s time zone to that of your PC. If you need to set it to a different time zone,
refer to the Crimson manuals for information on the time zone system variables.

red I‘Eﬁ
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Next navigate to the Data Tags category and press the New button five times...

- Uniitied Fil - Edge Controller (VGA) - Crimson 3.1 - o X

Ele Edit View Go nk Hel

ST e RN A=A -
e =2 8
Tags -Tags 94 O O e
cainew |G Ol | Dt romat colors Aams | Tagers Pt secuty s
% Dstatag "
@ 7ot pataso
& a2 Source: T internal
@ o
E Tagt Eent: ~ Oneitem
Tags

Data setpoint

(i

Figure 20.

Referring to Figure 20, select Tag5 in the Navigation pane and then rename it to Status.

red I'QW
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Next navigate to the Display Pages category...

[EEAE=RSNNNCREI = IP2 @
O mesourcerane x

BESSSS8888858 ¢

{Hello World:}

Figure 21.

Referring to Figure 21, perform the following actions...
1. Select the Hello World text and press Delete to remove it from the screen.
2. In the Resource Pane, select the Data Tags category.

3.In the Resource Pane, click on Tag? and, while holding down Shift + Ctrl, click on Status.

4. All five data tags should be selected.
5. Drag the resulting selection on to your display page.
6. Grab the bottom-right resizing handle and expand the data fields to a suitable size.
7. Click away from the data fields to deselect them.
8. Click on Tag1 and check the Data Entry box in the floating toolbar.
o Alternatively, right-click and select Data followed by Data Entry.
9. Repeat this operation for Tag2.

Crimson® Cloud Connectors: Sparkplug
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Your display page should now look like Figure 22.
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Figure 22.
Next right-click on the page and select Properties...
=
Gancel
Figure 23.

Referring to Figure 23, perform the following actions...
1. Select the Actions tab.
2. Enter Tag3++,Tag4++ in the On Update box.
3. Press OK to save the changes.
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Next navigate to the Web Server category...
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Figure 24.

Referring to Figure 24, perform the following actions...

1. Select the Features tab.
2. In the Remove View section, set the Remote Control property to enabled.

You have now created an outline database. Press F9 to download this to your device, and if this is the first time
you are doing so, select the Send Time option from the Link menu to set the device’s time and time zone. If the
device has a display, you should be able to see the five tags. You will be able to edit the first two tags using the
touchscreen, and the next two will be incrementing steadily as the display updates.

If your device does not have a display, open your web browser. In the address bar, enter the http:// followed by
the IP address that you have allocated to your device to access the Crimson web server. Within the Crimson web
server, select Remote View to view the device’s virtual display and again note the behavior of the tags.

red I‘Eﬁ

Crimson® Cloud Connectors: Sparkplug 7



Crimson® Cloud Connectors: Sparkplug TNIAS53 REV A

Step 8 — Configuring the Sparkplug Connector
We are now in a position to configure and test the Sparkplug Connector. We shall be configuring it to push four of
the data tags that we have created. The fifth tag will be used to display the connection status. Start by returning to
the Communications category and select the Sparkplug MQTT settings in the Connectors section.
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Figure 25.

Referring to Figure 25, perform the following actions:
1. In the Control section, set the Enable Agent property to Yes.
2. In the MQTT Server section, set the Host Name 1 property to the IP address of your PC.
3. In the Diagnostics section, set the Status property to Status.

The default credentials of admin and changeme match the defaults of the MQTT Engine.
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Next select the Tag Data 1 tab, as shown in Figure 26:
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Figure 26.

Referring to Figure 26, perform the following actions:

1. In the Control section, set the Tag Writes property to Enabled.
2. Select the Data Tags category of the Resource Pane.
3. Drag Tag1 through Tag4 into the Contents field in the editing pane.

You have now configured Crimson to push Tag1 through Tag4 to Ignition once per second. Press F9 to download
the database to your device and check the Status tag on your display or via the web browser. A value of 4 should
be displayed, indicating that the cloud connection has been established and that data is being pushed. A value of 0
typically indicates an issue with network connectivity or with DNS, while a value of 1 indicates that the server name
was resolved but that the connection could not be established. A value of 2 indicates that you have define a
primary application identifier in Ignition that does not match that in Crimson. A value of 3 indicates that the
connection has been made, but that data has not been transferred. If you do not see a value of 4, check each item
in this note carefully and ensure your Crimson configuration matches your Ignition settings.
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Step 9 — Interacting with the Device
Now that we have configured Crimson to pass data to Ignition, we can view this data from the Tag Explorer within
the Ignition designer. Return to the local Ignition webpage that opened at the end of Step 2 and select the Launch
Designer button from the top right-hand corner. Depending on your browser and its configuration, the designer
may open on its own, or you may be prompted as to the security of the download and then have to open the
application manually from your download bar. You will eventually be shown a logon window similar to Figure 27.

Open Recent

Figure 28.

Referring to Figure 28, enter a new Project Name of Test and press Create New Project. The Ignition Design
should open, see Figure 29:
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Figure 29.

If the Tag Browser window is not visible, enable it via the Panels option on the View menu.

Expand the tag browser to show...

» All Providers

MQTT Engine
Edge Nodes
Crimson Devices
CrimsonNode1

Tags

The data being transmitted by your Crimson device should be visible as in Figure 30:
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Figure 30.

To change a tag, double-click on its value, enter a new one and press Enter. The first time you do this, you will be
prompted to switch the database into read-write mode. If the write does not succeed, check that you have writes
enables in the tag set and that you unblocked node commands in the MQTT Engine.

For more information: http://www.redlion.net/support/policies-statements/warranty-statement
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